SCADA MASTER PLANNING




SCADA Master Planning

Establish your vision, strategies and goals for effective, system-wide operations
control;

Maximize business and operational benefits and your investment in SCADA.
Identify and prioritize business, operational and technical requirements;
Understand how service level objectives impact control,

Establish a coordinated, prioritized program to meet operational goals;

Define specific, short-term and long-term projects including costs, resource
commitment, schedules and dependencies in order to deliver projects on time
and within budget.

Identify immediate concerns and high-impact projects;

Define and identify policies, procedures, organization, technologiesand a
controlled means of managing change; and

Establish buy-in among stakeholders and executive sponsors.

The end-result is a Proactive plan that will lower business risk, optimize
operational performance, and provide access to operational data required for
effective business decisions.



Role of SCADA in Utility Operations

Critical Need lRole of SCADA/Control

Meet Regulatory * Monitor and report regulatory compliance
Compliance « Control process within regulatory constraints

Protect Public Health  «Early detection and warning of process upsets
and Safety * Prevent processes and equipment from
reaching dangerous levels of operation

Maintain Service * Operational flexibility and tight control
Levels « Staffing levels and experience
Operate Efficiently * Unattended operations

* Process optimization

Capture and Retain + Historian maintains operational history
Knowledge * Operational experience captured in control
strategies and narratives

Plan Capital * Equipment condition and performance data
Improvements  Data to calibrate the hydraulic model



What is a SCADA Master Plan?

Proactive plan to manage The Essence of Flanning
one of the Utility’s most
critical assets to:

« Align SCADA technology
and governance with
business requirements

- Plan for the required o Master
budget, time and resources

- Set priorities, schedules
and interdependencies
of projects




SCADA MASTER PLAN

Technical I Business l Procedure

* Frequent and sustained * Pending retirement of - Difficulty in defining,
system downtime experienced operating or prioritizing and justifying

« Lack of support and maintenance staff SCADA projects
maintenance for obsolete * New regulations or - Lack of change
hardware and software business requirements management, revision

- Accessing historical data for = High costs for maintenance  control and back-up

regulatory and and support procedures put the Utility's
continuity of operations at

operational reporting « Inaccurate or non-existent i
requires a SCADA specialist  45cumentation e
- SCADA standards do not

* Number of nuisance alarms Significant system esbalienerloter

and alarm floods '
' expansion resulting in significant
* Minor system/component » Staff are too hard-pressed variability
upgrades cause failures in meeting the needs of
other components operational support and

* Uncertainty about which capital delivery to do T T T T
automation platform/vendor  effective planning at are VO;"'
fits requirements challenges?



PLANNING OF SCADA

A proactive plan aligns SCADA technology and
governance with the business requirements of the Ultility.

usiness G;:hnology Allgnment of
4 Strategy Strategies




Bringing Order to Chaos

A logically sequenced, SCADA program meets business
needs within the resource constraints of the Ultility.

Stakeholders Project and Program
Requests Prioritization Definition
2 T 2 P @ * Benefits / ROI / KPIs
* ':’:}_:,, ‘E‘é '{}5 %:ﬁ - Scope
¢ B & T - Budget
2 2 %
=5 @ « Resource Requirements

« Schedule/Dependencies

Future Considerations



What is the Utility’s Vision for SCADA?

« System-wide Proactive
Control

* Tools for Operations
Optimization Analysis
* Business Systems

Integration (SCADA,
LIMS, CMMS, FIS,
Hyrdaulic Model)

* Control Modes
(Remote-Optimize,

Business Integration and Optimization * Operational Fiexibility L e
« Historical SCADA Manual, Local)
Operations Control « Full automation Data Management
« Process Interlocks " Decision Support
Exchanged over System Provides
Network Operator Advice
£ * Digital Controller 0o + Control Modes
‘8 (PLC/DCS/RTU) Closed-loop {(Remote-Auto,
A * Network with control around a Remote-Manual,
b HMI/SCADA
o S .
© | «Indicating S Control Modes
- Instruments {Remote-Auto,
3 * Control Modes Remote-Manual,

* Relays & Circular {Remote-Manual, Local)
Charts Local)

Level 0 Level 1 Level 2 Level 3 Level 4 Level 5
Local Hardwired Local Digital Remote Manual Remote Auto Enhanced Operations Optimized Operations
Control Control Control Control



PLANNING STEPS

1 Project Initiation ‘5 Alternative Analysis 6 SCADA Master Plan

* SCADA HMI Executive Summary
* Network e Current State
2 careneowate Communications * Business Requirements

* Operations Data * Alternative Analysis

- Management e Desired State

3 Requirements * Governance » Implementation Plan
* Process Optimization * Budget
* Security
4 System Assessment * Etc.



ATIONS PER
SCADA

-

* System-wide

- proactive control
* Tools for

* Operational operations

- flexibility optimization

analysis

Business Integration and Optimization
Operations Control e Full automation  « Historical SCADA

* Process data mgmt. * Business systems
interlocks » Decision support  Integration
Z exchanged over system provides (SCADA, LIMS,
= = Digital controller  network operator advice CMMS, FIS,
E Loop controller/ s Automated  EE e Pt s flyd! aulic model)
3 PLC closed-loop (remote-auto, . E_L'Jl'ltl'm r‘r‘IDdEEI
S » Loop controller/ BN control arounda  remote-manual, \remote-optimize
—=| PLC central HMI/ setpoint local) remote-auto,
§ *» Local data SCADA servers « Control modes remote-ma nual,
loggersand OITs RTINS ([remote-auto, local)
» Control modes (remote-manual, remote-manual,

(local only) local)
Level 5

Level Level 2 I Level 4
Enhanced Optimized

Local Digital Remote Manual Full

Control Control Automation Operations Operations



'SCADA System-Hierarchical —
Structure

SCADA system is hierarchical in nature having two
distinct hierarchies - one at national level other at
regional level.

At national level, SCADA/EMS system of all five
RLDCs report to NLDC.

Data from each RLDC is transmitted to NLDC In real
time on dedicated communication lines.



~ National ———

- level hierarchical arrangement

NLDC

RLDC 1 RLDC 2 RLDC 3 RLDC 4 RLDC 5




HIERARCHY AT RLDC LEVEL
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